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INDEPENDENT GUIDANCE FOR LAW FIRMS
AI and your client data: questions before you choose a system
For COLPs, managing partners and business owners choosing or renewing a practice management, document or other core system. Every supplier is now adding AI to its product. Under the SRA’s rules the firm, not the supplier, stays accountable for what happens to client information, so these are the questions to have answered, in writing, before you sign. You do not need to be technical: ask suppliers to show you, not just tell you.
	FIRM
	SYSTEM AND SUPPLIER
	REVIEWED BY AND DATE

	 
	 
	 


Lead:  Vendor  ·  Firm  ·  Both   (Vendor: ask the supplier to show you. Firm: decide and record it yourselves. Both: test it together)
CONFIDENTIALITY
Client confidentiality
The SRA expects client data to stay in a secure environment and not be used to train AI without explicit authority.
	Done
	Item
	Lead
	Owner
	Due

	☐
	Which AI company processes our clients’ information, and in which country
	Vendor
	
	

	☐
	A written commitment that our data is never used to train AI, and is not kept longer than needed
	Vendor
	
	

	☐
	AI is covered in the contract and data processing agreement, with every company involved named
	Vendor
	
	

	☐
	We can switch AI off for the whole firm, or for particular clients or matters
	Vendor
	
	


WHO SEES WHAT
Who can see what
AI must never let someone see a matter they could not open themselves.
	Done
	Item
	Lead
	Owner
	Due

	☐
	AI only shows each person what they are already allowed to see: shown to us, not just promised
	Vendor
	
	

	☐
	Tested: someone behind an ethical wall asks the AI about the walled matter, and gets nothing
	Both
	
	

	☐
	When someone leaves, their AI access stops the same day
	Both
	
	

	☐
	Sign-in for AI uses our existing staff accounts, not a separate shared login
	Vendor
	
	


STAYING IN CONTROL
Staying in control of AI
Start with AI that reads; only let it change things once you trust the results.
	Done
	Item
	Lead
	Owner
	Due

	☐
	We can let AI read information without letting it change anything
	Vendor
	
	

	☐
	If AI does take an action (updating a task, posting time, sending a message), a person approves it first
	Vendor
	
	

	☐
	A record of everything AI looked at and did, by person and date, that we can obtain at any time
	Vendor
	
	

	☐
	We can use AI tools of our choosing with our data, not only the supplier’s own AI
	Vendor
	
	


COST AND YOUR EXIT
Cost and your exit
Access to your own information should not become a paid extra.
	Done
	Item
	Lead
	Owner
	Due

	☐
	AI features and AI access to our data are included in the price, or the full cost is in writing
	Vendor
	
	

	☐
	Limits on how much AI can be used are stated in the contract, with notice before they change
	Vendor
	
	

	☐
	We can take all of our data out at any time, at no extra charge, including on exit
	Vendor
	
	

	☐
	Named firms using these AI features today that we can speak to
	Vendor
	
	


ONE SET OF RULES
One set of rules across all your systems
Each system’s own AI settings cover only that system. Clients and the SRA will ask about all of them.
	Done
	Item
	Lead
	Owner
	Due

	☐
	We know every system in the firm that now has AI, and what each can see
	Firm
	
	

	☐
	One person is accountable for AI across the firm, reporting to the COLP or partners
	Firm
	
	

	☐
	Our rules (for example "no AI on this client’s work") can be applied in this system, and in every other
	Both
	
	

	☐
	We can see, in one place, what AI has done with any client’s information
	Firm
	
	

	☐
	One way to switch AI off across the firm if something goes wrong
	Firm
	
	


YOUR PEOPLE AND CLIENTS
Your people and your clients
Staff and clients will use AI anyway. Give them a safe route rather than a ban.
	Done
	Item
	Lead
	Owner
	Due

	☐
	Staff have an approved AI tool that is easier than pasting client work into a free chatbot
	Firm
	
	

	☐
	A short AI policy, training by role, and blocks on unapproved AI services where needed
	Firm
	
	

	☐
	Clients’ instructions about AI are recorded on the matter and followed automatically
	Firm
	
	

	☐
	Our client care letter explains how we use AI, and how we review and price material clients prepare with AI
	Firm
	
	

	☐
	A plan for an AI incident: who investigates, what the record shows, and who tells the client and the SRA
	Firm
	
	



	Want an independent view before you sign?
We help firms choose systems independently, ask suppliers the questions that protect client data, and put AI governance in place that the firm owns. Truly independent, with no vendor ties.
advice@pclt.co.uk   |   pclt.co.uk


From the insight “Changing your practice management system? Choose your AI gatekeeper with the same care” at pclt.co.uk/insights/choose-your-ai-gatekeeper.html. The technical versions of these questions are requirements AI-05 to AI-09 in our free requirements builder, for your IT team or adviser. General guidance only, not legal advice; check the SRA’s current guidance on AI.
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